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Abstract—Test input generators (TIGs) are widely used to
assess the robustness of Deep Learning (DL) image classifiers, yet
they often produce invalid inputs that fall outside the semantic
domain of the task, misleading quality assessment. While several
automated validators have been proposed, there is a critical
mismatch between automated and human validation criteria and,
thus, automated validators are merely a proxy of domain validity,
as perceived by human testers.

We introduce DEEPNAQQAL, a supervised test input validator
that learns validity directly from human-annotated labels using
transfer learning on deep vision models. Our empirical study on
automated validation of misclassification-inducing inputs com-
pares DEEPNAQQAL against six state-of-the-art validators across
three image classification tasks and multiple TIG families, using
independent human assessment as ground truth. Our results show
that DEEPNAQQAL consistently achieves the highest agreement
with human judgments, while generalizing to unseen TIGs and
remaining effective with substantially reduced labeled data.

Index Terms—Test Input Validation, Deep Learning Testing

I. INTRODUCTION

DL has reshaped image processing, with modern image clas-
sifiers often outperforming traditional vision techniques and
even human experts in accuracy and efficiency [1]. Ensuring
the quality of DL image classifiers is crucial, since they are
increasingly deployed in safety-critical domains where failures
can have severe consequences [2].

Beyond the accuracy measured during development, assess-
ing a model’s ability to generalize to unseen inputs is particu-
larly challenging. Training datasets inevitably provide only a
partial representation of the real-world conditions that can be
encountered after deployment [3], [4]. Thus, engineers gather
test images that accurately reflect real-world operating condi-
tions and possibly trigger misclassifications, i.e., unexpected
behaviors where predicted labels deviate from the expected
ones. To this aim, software testing research has proposed test
input generators (TIGs), which automatically synthesize input
images to assess the quality of DL classifiers [5]–[7].

A key challenge in this setting is the absence of ground-
truth labels for automatically generated test inputs. Most
TIGs address this issue by applying small perturbations to
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Fig. 1. Examples of misclassification-inducing inputs generated by three
TIGs for MNIST, SVHN, and ImageNet. For these images, human validity
judgments disagree with existing automated validators.

inputs with known labels or sampling inputs from specific
data distributions. However, prior work has shown that these
approaches can easily produce invalid inputs, i.e., samples that
fall outside the semantic domain of the classification task [7]–
[9]. Misclassifications triggered by invalid inputs can mislead
quality assessment, inflating testing metrics while providing
little actionable insight to testers.

Manually inspecting the validity of test inputs is costly and
does not scale. To mitigate this burden, several studies pro-
posed automated input validators, typically based on distribu-
tional similarity (e.g., reconstruction error of Variational Auto-
Encoders) or distance computed on a learned feature space [8],
[10]. Recent advances in Large Language Models have enabled
multimodal reasoning, allowing them to process information
across different input types, and thus motivating their use for
image validity assessment. Despite these advances, it remains
unclear which validation approaches most closely align with
human judgments of validity.

Prior work compared automated validators against indepen-
dent human assessments across multiple TIGs and datasets [7].
It revealed a fundamental mismatch between human notions
of validity and automated distribution-based criteria, showing
that existing validators often act as proxies for in-distribution
detection rather than semantic validity, as shown in Figure 1.

In this paper, we propose DEEPNAQQAL, a supervised
input validator that learns validity directly from human-
annotated labels. Unlike prior approaches that rely on proxy
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signals such as reconstruction error or feature distance, DEEP-
NAQQAL is trained to explicitly distinguish valid from invalid
misclassification-inducing inputs. It builds on Deep Neural
Networks (DNNs) originally designed for image classifica-
tion and uses transfer learning to internalize the semantic
features humans use when judging validity. In particular, we
train DEEPNAQQAL using synthetic misclassification-inducing
inputs generated by multiple TIGs and annotated for validity
from existing benchmarks [7].

We conduct a comprehensive empirical evaluation com-
paring DEEPNAQQAL against state-of-the-art automated val-
idators, including reconstruction-, distance-, and LLM-based
approaches. Our study addresses: (i) how accurately DEEP-
NAQQAL aligns with human judgments; (ii) how it compares
to alternative automated validators; and (iii) how well it gener-
alizes across TIGs and under reduced training data. Our results
show that DEEPNAQQAL consistently achieves the highest
agreement with human assessors across all considered datasets,
improving accuracy by up to 14% over the strongest baseline.
We further show that supervised validators benefit substantially
from transfer learning, remain effective even when trained on
reduced labeled datasets, and generalize well to previously
unseen TIGs. Thus, we offer a practical and robust solution
for filtering invalid test inputs in DL testing pipelines. Our key
contributions are the following:

• DEEPNAQQAL, a novel supervised automated val-
idator that learns to distinguish valid from invalid
misclassification-inducing inputs directly from humans.

• The largest empirical study to date on automated vali-
dation of misclassification-inducing inputs for DL image
classifiers generated by 5 TIGs, comparing 7 validation
approaches across 3 image classification tasks of increas-
ing complexity, with ground-truth validity established
through independent human assessment.

To foster open and reproducible research, we make our
benchmark and experimental artifacts publicly available [11].

II. VALIDITY ASSESSMENT FOR DL IMAGE CLASSIFIERS

TIGs operate in a vast input space where only a small, task-
specific subset corresponds to semantically valid images [12].
However, TIGs may drift outside this subset, producing inputs
that are syntactically plausible but invalid for the target classi-
fication task. As manual inspection does not scale [13], recent
work has proposed automated validators to assess whether
generated inputs remain within the intended domain.

A. Reconstruction-Based Validators

Reconstruction-based validators assess input validity using
Variational Autoencoders (VAEs). They model the input do-
main through a probabilistic representation of the training data
distribution and flag inputs that deviate from it as out-of-
distribution (OOD) [14]. A VAE encodes an input into a low-
dimensional latent distribution and reconstructs it through a
decoder; inputs similar to the training data are reconstructed
with low error, while OOD inputs typically yield higher re-
construction error [15], [16]. Thus, reconstruction error serves

as a proxy for validity. This principle is adopted by two
representative techniques: Distribution-Aware Input Validation
(DAIV) [8] and SelfOracle [10]. DAIV trains a VAE on
nominal data and selects a reconstruction-fidelity threshold
using an auxiliary anomaly set, optimizing the separation
between nominal and anomalous samples. SelfOracle models
the reconstruction-error distribution of nominal inputs only
and determines a threshold based on a target false-alarm rate,
without requiring anomalous examples.

Empirical evidence [7] shows that reconstruction-based
validators struggle on feature-rich datasets (e.g., ImageNet).
In such domains, invalid inputs often share low-level visual
features with nominal samples, leading VAEs to reconstruct
both with comparable fidelity and making effective validity
threshold selection difficult. This reveals a key limitation of
reconstruction-based validation: it uses low-level distributional
similarity, whereas humans actually assess whether inputs
belong semantically to the given domain.

B. Distance-Based Validators

Distance-based validators assess input validity by measuring
proximity to the distribution of nominal training data in
a learned feature space. The core assumption is that valid
inputs cluster near dense regions of nominal examples, while
invalid inputs lie farther away. Unlike reconstruction-based
approaches, these validators do not rely on generative models.
Instead, they operate directly on feature representations ex-
tracted from a single trained network (e.g., penultimate-layer
embeddings of a DL classifier) and apply geometric or density-
based criteria to detect outliers.

Deep Support Vector Data Description (DeepSVDD) [17] is
a distance-based approach that has shown strong performance
in recent benchmarks [18]. It learns a transformation that
maps nominal samples into a feature space where they are
tightly enclosed by a minimum-volume hypersphere. During
training, DeepSVDD optimizes the network parameters so
that the feature representations of nominal samples cluster
around a learned center. The method leverages two alternative
objectives: (i) a one-class objective that constrains all nom-
inal samples to lie near the center, and (ii) a soft-boundary
objective that introduces a learnable radius and allows a small
fraction of samples to fall outside the hypersphere, accounting
natural variability in the data. Inputs whose representations fall
outside this hypersphere are considered invalid.

DeepSVDD benefits from classifier-derived embeddings that
better capture high-level semantics. However, it can still mis-
align with human judgments when invalid inputs remain close
to nominal data in feature space.

C. Large Language Models

Multimodal LLMs enable automated input validation by
performing high-level semantic reasoning over images condi-
tioned on natural-language instructions [19]–[21]. By jointly
processing visual inputs and textual prompts, LLMs can judge
whether an image semantically belongs to a target domain,
framing validity assessment as an instruction-following task.



LLM-based validators take as input (i) a textual definition
of validity and (ii) the image to be assessed, and produce a
reasoning-based judgment based on its semantic interpretation,
which is then parsed into a binary valid/invalid decision. This
allows them to detect statistically plausible but semantically
invalid inputs, such as images with implausible object structure
or unnatural shapes or textures.

Closed-source models such as GPT-4o [22], [23] and GPT-
5.1 [24], [25] offer strong vision–language capabilities but
limit reproducibility due to opacity and evolving APIs. Open-
source models such as LLaVA offer weaker performance but
support fine-grained customization and reproducibility.

LLM validators can operate in a zero-shot setting, relying on
the prompt instructions and models’ semantic generalization,
or in a few-shot setting, where examples of valid and invalid in-
puts are provided to improve consistency (at the cost of longer
prompts and over-fitting to the provided examples). Decoding
parameters, such as temperature, affect output determinism:
lower values reduce variability across runs but do not eliminate
the risk of hallucinations [26], i.e., reasoning steps or visual
interpretations not grounded in the input.

III. THE DEEPNAQQAL APPROACH

In this section, we introduce DEEPNAQQAL, a supervised
learning validator used across diverse image classification
tasks and compared with state-of-the-art input validators. In
validators based on Supervised Learning, a model (typically
a Deep Neural Network (DNN)) is trained to distinguish be-
tween valid and invalid inputs using examples mostly labeled
by human annotators. Supervised validators provide a flexible
and semantically expressive mechanism for assessing validity,
particularly in domains where human interpretation plays a
central role. This approach is particularly useful when validity
depends on semantic properties that are difficult to encode
through fixed rules or similarity metrics.

Our approach builds upon the benchmark by Riccio and
Tonella [7], which provides misclassification-inducing inputs
generated by multiple TIGs along with human-annotated va-
lidity labels. Following their definition of input validity, an
input is deemed valid if it belongs to the input domain and
domain experts can assign it a label from the task’s label set.

A key challenge with supervised validators is data scarcity,
especially due to the prevalence of valid inputs over invalid
ones. To address this problem, standard data augmentation
techniques can be applied to enrich the training set and
improve generalization.

Supervised validators can be efficiently instantiated through
transfer learning, i.e., by using pre-trained and robust deep
architectures that are fine-tuned on the validity task. Such
models benefit from the rich feature representations learned on
large generic datasets and can achieve good performance even
when only a modest number of labeled examples is available,
mitigating the high cost of labeling.

DEEPNAQQAL trains DNN-based supervised validators us-
ing images that trigger misbehaviors in the classifier under
test along with the corresponding validity labels provided

Algorithm 1: DEEPNAQQAL’s training process
Input: X: TIG-generated images;
Y : human-annotated validity labels;
Yexp: intended class labels;
T : TIG identifiers;
M : validator’s architecture;
s: random seed;
SUT : classifier under test;
nsplit: percentage for stratified partitioning;
tshdaug : augmentation threshold;
Output: M̂ : trained model
Xtest: test inputs
Ytest: test labels

1 seed ← s
2 C ← loadModel(SUT)
3 Yenc ← labelEncoding(Y)
4 Xtrain, Ytrain, Xtest, Ytest ← StratifiedSampling(X,Yenc, T, nsplit)
5 Xaug ← ∅ ; Yaug ← ∅
6 foreach unique (c, t) subgroup in (Ytrain, T ) do
7 I ← {i | Ytrain[i] = c ∧ T [i] = t} ; // Indices of samples in

subgroup (c, t)
8 N ← |I| ; // Current size of the subgroup
9 if N < tshdaug then

10 Z ← tshdaug −N ; // Needed augmentation
11 for z = 1 to Z do
12 i← sample(I)
13 x̃← augment(Xtrain[i])
14 if SUT (x̃) ̸= Yexp[i] then
15 Xaug ← Xaug ∪ {x̃}
16 Yaug ← Yaug ∪ {c}

17 Xtrain ← Xtrain ∪Xaug
18 Ytrain ← Ytrain ∪ Yaug

19 M̂ ← train(M,Xtrain, Ytrain)

20 return M̂ , Xtest, Ytest

by human assessors. It supports convolutional classifiers of
varying complexity, ranging from shallow architectures to
deeper and more expressive ones. By systematically comparing
multiple configurations, our framework enables an empirical
assessment of how well supervised validators replicate hu-
man validity judgments across tasks of increasing complexity
against state-of-the-art validators. DEEPNAQQAL’s training
procedure is structured into three main phases, as shown
in Algorithm 1: (1) framework initialization and architecture
selection, (2) data preparation, and (3) validator training.

A. Initialization and Architecture Selection

The pseudo-code implemented in DEEPNAQQAL (see Al-
gorithm 1) takes as input the following data:

• X , a set of misclassification-inducing images from TIGs;
• Y , the corresponding ground-truth validity labels pro-

vided by human annotators;
• Yexp, the expected class labels for each image as specified

by the TIGs, identifying the class that the classifier under
test should have assigned to the input according to the
TIG (this class by construction differs from the class
assigned to the input by the classifier under test, as only
misclassified inputs are considered).

• T , information about the TIG that generated each image.



For each dataset, the user can choose among multiple val-
idator model architectures M , enabling an assessment of how
the validator complexity influences the validation performance.

The augmentation threshold tshdaug is also configured at
initialization. This parameter defines the minimum desired size
for the valid/invalid subset of the training data used to train
the validator. The goal is to expand under-represented subsets
of the validator’s training set by synthetically producing more
samples, using transformations that preserve their validity sta-
tus, thus helping the validator to learn minority-class patterns.
The procedure begins by fixing a user-defined random seed
(line 1) to ensure reproducibility. DEEPNAQQAL loads the
classifier under test SUT for the given classification task (line
2). This classifier is later used for data augmentation.

B. Data Preparation

To prepare human-annotated labels for validity prediction,
DEEPNAQQAL encodes them into Yenc as binary variables,
where 0 denotes an invalid input and 1 represents a valid one
(line 3). Then, DEEPNAQQAL draws a user-defined percentage
of the initial dataset for training (line 4), by applying stratified
random sampling. The remainder of samples (i.e., the test set)
are reserved for benchmarking and comparing the trained clas-
sifier against other validators. Stratification is performed using
both Yenc and T as targets, ensuring that the resulting test set
preserves (i) the original distribution of validity labels and (ii)
the relative proportions of inputs generated by each TIG. Since
every TIG in our dataset provides more than two samples, this
approach guarantees that each TIG is represented in both the
training and test partitions [27], preventing degenerate cases
in which an entire generator would be absent from one of
these partitions. Random split (rather than a fixed or sequential
one) avoids biases introduced by any ordering or clustering
present in the dataset (e.g., TIG-specific sample clusters), thus
improving the validator’s generalization ability.

To mitigate data scarcity and imbalance in the training set,
DEEPNAQQAL applies targeted data augmentation guided by
the user-specified augmentation threshold tshdaug parameter.
This threshold specifies the minimum number of samples
required for the valid/invalid subset of the training data used
to train the validator. Whenever a subset contains fewer than
tshdaug samples, DEEPNAQQAL generates synthetic addi-
tional samples starting from a seed belonging to the subset
until it reaches the target threshold (lines 9—16). After this
process, every subset has at least tshdaug samples. As an
example, consider a task where valid/invalid × 5 TIGs produce
10 (class, TIG) subgroups, and let tshdaug = 100. Sup-
pose two subgroups are under-represented: {TIG1, valid}
has 10 samples and {TIG2, invalid} has 20 samples.
DEEPNAQQAL therefore generates 100− 10 = 90 augmented
samples for {TIG1, valid} and 100 − 20 = 80 samples
for {TIG2, invalid}, so that both subgroups contain
exactly 100 samples. Augmentations are chosen to produce
slight transformations that reflect the natural variability of
each dataset and preserve human recognizability [28]. Since
augmentation may change an input’s semantic label or affect

its validity, we applied only natural-image transforms (resized
cropping, small rotations, slight color and sharpness jitter).

After generating a candidate augmented image, DEEP-
NAQQAL submits it to the classifier under test (SUT) (line
14). We retain the augmented sample in the training set only if
the SUT misclassifies it. This design choice aligns augmented
data with the original distribution of interest (misclassification-
inducing inputs). Retaining only SUT-misclassified augmenta-
tions allows training the validator on inputs that are relevant
for the problem. To avoid overfitting the validator, we augment
candidates randomly sampled from the original seeds (line 12).

C. Validator Training

For the training of the validator (lines 17—19), DEEP-
NAQQAL employs Stratified K-Fold Cross-Validation, which
partitions the dataset into K equally sized folds while preserv-
ing the original class distribution within each fold (line 19).
This procedure reduces the risk of overfitting by exposing the
model to multiple train–validation splits, allowing performance
to be assessed across diverse subsets of the data [29]. After
cross-validation, the best-performing model configuration is
selected and used in the final testing phase to perform our
experimental evaluation.

IV. EMPIRICAL SETUP

A. Research Questions

RQ1 (Impact of Model Complexity): How does the archi-
tectural complexity of DEEPNAQQAL affect its accuracy?

The architecture used to implement DEEPNAQQAL may
influence its ability to distinguish valid from invalid inputs.
Simpler models may be misled by fine-grained input pertur-
bations generated by TIGs, while more complex architectures,
particularly when enhanced through transfer learning, may
generalize better to challenging inputs. At the same time,
higher complexity may introduce a greater risk of overfitting to
TIG-specific patterns. This RQ investigates whether increasing
architectural complexity leads to more accurate validation.
RQ2 (Comparison with State of the Art): Which automated
validation approach most accurately approximates human
validity judgments?

Automated input validation techniques aim to distinguish
valid from invalid inputs, reducing the need for human in-
spection. However, their usefulness depends on how reliably
they replicate human judgments of validity. This RQ compares
supervised validation with automated validators from the lit-
erature. For this RQ, we use a validator’s training set obtained
from the labeled datasets available for all considered TIGs
(i.e., in Algorithm 1, T contains all available TIGs).
RQ3 (Intra-TIG Generalization) How does DEEPNAQQAL
generalize to unseen inputs generated by the same TIG?

In this RQ, we assess whether DEEPNAQQAL can generalize
to new inputs produced by the same TIG used during training.
This means that we use a validator’s training set obtained from
the labeled datasets available for just one of the considered
TIGs at a time (i.e., in Algorithm 1, T contains only one
of the available TIGs). This intra-TIG evaluation isolates the



validator’s ability to learn TIG-specific validity patterns. This
experiment allows us to perform a detailed analysis for each
TIG, under the assumption that only one is available for
training a validator that will be later used with the same TIG.
RQ4 (Leave-One-Out Cross-TIG Generalization) How does
DEEPNAQQAL generalize to TIGs not seen during training?

This RQ evaluates the extent to which DEEPNAQQAL can
correctly assess the validity of inputs produced by TIGs that
were not observed during training. This means that we use
a validator’s training set obtained from the labeled datasets
available for TIGs different from the one used to test the va-
lidity of the generated inputs (i.e., in Algorithm 1, T contains
all available TIGs except one). This scenario is important in
practice, as new/updated TIGs may use input perturbations that
differ substantially from those used to train DEEPNAQQAL. To
approximate unseen TIGs, we adopt a leave-one-out evaluation
strategy: for each TIG, we train the validator on the inputs
generated by all other TIGs and then test it exclusively on the
held-out TIG. This setup quantifies robustness against shift in
TIG mechanisms, evaluating if DEEPNAQQAL can generalize
beyond the TIGs it was trained on.
RQ5 (Data Efficiency): How does reducing the size of the
training dataset affect the accuracy of DEEPNAQQAL?

This RQ evaluates the level of sensitivity of DEEPNAQQAL
to the amount of training data available. In practical scenarios,
collecting validated inputs can be costly or time-consuming,
thus a validator should ideally learn effectively from limited
data. Therefore, we investigate whether DEEPNAQQAL can
retain acceptable performance when trained on progressively
smaller subsets of the data.

B. Classification Tasks and DL Systems Under Test

We considered the three popular image datasets from
the benchmark of Riccio and Tonella [7]: MNIST [30],
SVHN [31], and ImageNet [32]. These datasets span classifica-
tion tasks of increasing complexity, ranging from recognizing
10 classes in small centered grayscale digits to identifying
1K classes in large, colored images representing diverse real-
world objects. For each dataset, we selected a corresponding
pre-trained DL model that is (1) well-performing in terms of
classification accuracy, (2) popular, and (3) widely adopted in
DL testing research.
MNIST consists of 70K grayscale images of handwritten
digits. The images are small (28×28 pixels) with intensity
values ranging from 0 to 255. The images are centered and
presented on a uniform black background, which makes the
task relatively simple. As DL classifier, we used the LeNet
convolutional neural network [30], with the weights released
by Pei et al. [33], a standard model adopted in several DL
testing studies [8], [33], [34]. Its architecture consists of two
convolutional layers, followed by a fully connected layer.
SVHN contains 600K real-world digit images (from 0 to 9)
extracted from photographs of house number plates. Unlike
MNIST, these images are RGB, slightly larger (32×32 pixels),
and exhibit visual variability: digits may appear with irregular

backgrounds, varying illumination, and adjacent numbers par-
tially visible in the crop. We used the All-CNN-A architecture
by Springenberg et al. [35], consisting of 7 convolutional
layers and the weights provided by Dola et al. [8].
ImageNet is a large image database containing 1.43M high-
resolution RGB images belonging to 1K classes. This database
is one of the most influential large-scale benchmarks in com-
puter vision [36]. Compared to MNIST and SVHN, ImageNet
inputs have a higher resolution (most classifiers use 225×225
resolution) and depict diverse real-world objects such as
animals, tools, and foods. For this dataset, we adopted the
vgg16 deep convolutional neural network [37], which includes
13 convolutional layers followed by 3 fully connected layers,
with standard pre-trained weights from the Keras library [38].

C. Experimental Dataset

We used and extended the dataset from Riccio and
Tonella [7], as it is the largest available source of
misclassification-inducing inputs, generated by 5 representa-
tive TIGs under comparable budgets and across tasks of in-
creasing difficulty. Most importantly, each input was annotated
by humans to determine its validity. These human labels are
essential, as they enable supervised training of validators and
allow us to assess if validator predictions align with human
judgment. In the following, we describe our benchmark.

1) Misclassification-Inducing Images: We used images
generated from the 5 TIGs included in the original bench-
mark [7], as they cover the major test generation paradigms:
Raw Input Manipulation (RIM), Generative DL models
(GDLM), and Model-based Input Representation (MIR).

DeepXplore (dx) is a RIM technique perturbing images
directly in pixel space to expose misclassifications while
maximizing neuron coverage, using simple transformations
such as occlusion, lighting changes, and blackout regions [33].

DLFuzz (dlf) is a RIM technique that injects small pixel-
level perturbations, guided by neuron coverage and output-
layer confidence to increase misclassification likelihood [34].

Sinvad (sv) uses generative DL models (VAE, GAN) to ex-
plore the latent space of the input distribution, perturbing latent
variables to generate misclassification-inducing inputs [39].

Feature Perturbations (fpt) modifies intermediate feature
representations within a generative model, guiding pertur-
bations toward misclassification while constraining them to
observed training ranges [40].

DeepJanus (dj) is a MIR technique that abstracts inputs into
a domain-specific representation (e.g., SVG for handwritten
digits), mutates the model parameters to explore decision
boundaries, and then re-renders concrete inputs [41].

For each classification task, we assembled test suites of
equal size, consisting of the same number of misclassification-
inducing inputs for each TIG. We use the same fixed ground-
truth class labels as in the original study [7]: digit 5 for MNIST
and SVHN, and pizza for ImageNet. For MNIST and SVHN,
we directly used the inputs provided in the original benchmark,
i.e., 500 images per classification task (100 inputs from each
of the five TIGs). For ImageNet, we extended the original



dataset, as it was composed of only 80 images, which are not
sufficient to robustly train supervised validators or test their
performance. Following the experimental setup used by Riccio
and Tonella, we generated a test suite of 480 ImageNet inputs,
consisting of 120 images from each of the 4 applicable TIGs
(dx, dlf, sv, and fpt), as dj does not support ImageNet.

2) Validity Labels: We assigned a validity label to each
misclassification-inducing input using the human assessments
collected by Riccio and Tonella [7] from 220 independent
assessors. Each image was independently evaluated by two
crowdworkers and labeled as valid/invalid only if both agreed
that it belonged to the task domain; inputs with disagreement
were discarded to ensure high label reliability.

Since we extend the ImageNet portion of the benchmark,
we conducted an additional round of crowdsourcing-based
human assessment following the same protocol on Amazon
Mechanical Turk. We applied standard quality-control mea-
sures [42], including attention-check questions and restricting
participation to workers with a minimum 95% approval rate.
To ensure consistency across datasets, we harmonized the
ImageNet labeling scheme with MNIST and SVHN following
the protocol of Maryam et al. [43]. Assessors selected the
most appropriate label among the expected class, the eight
most frequently mispredicted classes by the classifier under
test, “Another real-world object”, and “No real-world objects”
(indicating invalidity). This resulted in a uniform and com-
parable validity labeling with 11 options across all datasets.
In total, our ImageNet validation consisted of 48 surveys and
involved 96 unique assessors.

D. Automated Input Validators Setup

1) DEEPNAQQAL: We trained multiple supervised valida-
tors, differing by the complexity of their architecture, on
the dataset described in Section IV-C, which pairs images
generated by TIGs with human-annotated validity labels. All
validators are implemented as standard image classification
DNNs in which the original output layer is replaced with a
binary classification head predicting whether an input is valid
or invalid. This ensures that the validators leverage the repre-
sentational power of deep networks while directly optimizing
for the validity-prediction task. Each pre-trained model is fine-
tuned starting from the initial weights of the DNN architecture.
The fine-tuning process updates only the newly introduced
classifier layers, while the weights of the remainder of the
network are “frozen”, thus acting as fixed feature extractors. To
study the impact of model complexity (RQ1), we considered
for MNIST and SVHN two alternative architectures: (1) the
same, simpler DNN used for the classifiers under test, or
(2) more complex architectures obtained from the pretrained
vgg16 network we considered in the ImageNet task. We
adopted a 70/30 train–test split, ensuring that the model has
sufficient data for learning, while holding out a substantial
portion for evaluation. To further improve robustness and
reduce overfitting, we applied stratified K-fold cross-validation
with 8 folds, preserving the original class distribution in each
fold and fine-tuning the model for 16 epochs in total [29].

After training, the best-performing model (based on cross-
validation performance) is applied to the test sets adopted in
our empirical assessment, allowing us to measure accuracy as
a primary metric of validation effectiveness.

2) Reconstruction-Based: We set up reconstruction-based
validators, i.e., DAIV and SelfOracle, according to the study
by Riccio and Tonella [7]. Both methods rely on a VAE trained
on the same data used to train the DL system under test. After
training, these validators assign a validity score based on its
reconstruction-based metric: reconstruction fidelity for DAIV
and reconstruction loss for SelfOracle. For DAIV, the anoma-
lous datasets are FashionMNIST [44] for MNIST, CIFAR-
10 [45] for SVHN, CelebA [46] for ImageNet. For SelfOracle,
we configured its threshold to achieve a very low false-
alarm rate of 10−4, since most inputs in the original test sets
represent nominal data by construction. Our threshold is 100×
smaller than the original benchmark [7], as it demonstrated
better results in its replication package. All VAE architectures
are from the original benchmark [7].

3) Distance-Based: We set up DeepSVDD following the
configuration proposed by Ruff et al. [17], which performed
particularly well in the empirical comparison by Zhang et
al. [18]. For MNIST, we adopted the exact configuration used
by Zhang et al. [18], as MNIST was evaluated in their study.
For SVHN, we used the architecture proposed by Ruff et
al. [17] for CIFAR-10, due to the similarity between the two
datasets in terms of color channels and image resolution. For
ImageNet (not considered by Ruff et al. [17] nor Zhang et
al. [18]), we adopted a feature-extraction approach: we used a
ResNet-50 model pre-trained on ImageNet to obtain high-level
representations and train DeepSVDD on these features. This
avoids the prohibitive cost of training DeepSVDD on feature-
rich, large-scale datasets. In particular, DeepSVDD learns a
center in feature space and then determines a radius that
encloses a predefined portion of the training data. We use
the standard setting for which up to 10% of the most distant
training samples may lie outside the sphere, consistently with
the official implementation [17]. Once trained, the DeepSVDD
validator is used to assess the validity of images based on their
distance to the hypersphere center.

4) LLMs: We selected three representative and widely
adopted multimodal LLMs, i.e., GPT-4o [23], GPT-5.1 [25],
and LLaVA [47]. They represent distinct families in terms of
scale, openness, architecture, and training objectives, allowing
us to test whether the validation ability is consistent across
different LLMs. Evaluating them enables us to assess whether
input validity assessment is an emergent capability across dif-
ferent LLMs or if it depends on proprietary training pipelines.

We evaluated LLMs as zero-shot validators, i.e., models that
judge whether an input image looks valid or invalid without
being explicitly trained on labeled examples. The validator
is provided only with the test image and a carefully designed
prompt that describes the notion of validity, and it must decide
whether the input represents a plausible instance of the target
domain. We adopted this setting since preliminary experiments
showed that few-shot prompting degrades performance. In fact,



when we supplied the models with labeled examples (few-
shot), they overfitted to the examples in the prompt, repeating
the same labels regardless of the actual content of the image.
Moreover, zero-shot is the realistic deployment setting for
LLMs: when new TIGs or new domains appear, developers
would want to use an LLM without constructing a new labeled
dataset for fine-tuning. For all LLMs, we set the temperature
to 0.0 to maximize determinism and minimize hallucinated
responses [26]. The model’s output (e.g., “valid digit”, “invalid
image”, etc.) is parsed into a binary decision, enabling direct
comparison with other validators.

In our experiment, the LLM receives a test image together
with a fixed prompt. In particular, each validator is configured
using a dataset-independent user prompt and dataset-specific
system prompts. The system prompt defines the notion of valid-
ity for the target domain (e.g., handwritten digits for MNIST),
while the user prompt requests a binary validity decision. This
separation ensures that the instructions defining validity adapt
to each dataset, yet the interaction pattern with the model is
stable and comparable across datasets. The prompts used in
our experiments are available in the replication package [11].

E. Experimental Procedure

We conducted a comprehensive comparison between DEEP-
NAQQAL and state-of-the-art automated validators described
in Section IV-D. For each configuration, we evaluated how
accurately the validator reproduces the human ground-truth
validity labels obtained through crowdsourcing. The accuracy
metric is defined as the proportion of images for which the
validator’s output matches the human judgment. We computed
the accuracy of each validator using our extended benchmark,
by directly comparing the predicted validity label for each
image with its corresponding ground-truth validity label.

To mitigate randomness, we trained each supervised config-
uration and repeated validator predictions multiple times. In
particular, we performed 7 independent runs for each research
question and classification task, which we found sufficient to
capture variance within a reasonable computational budget.
To ensure reproducibility, all runs were executed with fixed
random seeds. To assess if the observed differences in accuracy
between validators were statistically significant, we applied
the Mann–Whitney U test [48]. To quantify the magnitude of
differences, we computed the effect size using Cohen’s d [49].
A threshold of p < 0.05, combined with a non-negligible
effect size, was used to determine statistical significance.

In RQ1, we assessed the impact of model complexity in
MNIST and SVHN tasks by comparing the simpler DNN
architecture against the deeper vgg16-based validator. We did
not perform this comparison on ImageNet since vgg16 already
represents the most complex model in our setup, while simpler
architectures would not be expressive enough for ImageNet-
scale classification, and training additional alternative models
from scratch would be prohibitively expensive. Thus, for
ImageNet we did not include any complexity impact analysis.

In RQ2, we compared DEEPNAQQAL against state-of-the-
art validators across the considered classification tasks.

TABLE I
RQS 1-2: ACCURACY ACHIEVED BY THE CONSIDERED AUTOMATED

VALIDATORS. BEST RESULTS IN BOLD; UNDERLINED VALUES ARE NOT
STATISTICALLY DIFFERENT FROM THE BEST.

Dataset Model DNQ DAIV SO SVDD LLaVA GPT4 GPT5

MNIST LeNet 0.972 0.677 0.834 0.826 0.667 0.777 0.782

vgg16 0.980 0.677 0.834 0.826 0.667 0.777 0.782

SVHN CNN-A 0.769 0.701 0.759 0.792 0.610 0.682 0.752

vgg16 0.859 0.701 0.759 0.792 0.610 0.682 0.752

ImageNet vgg16 0.961 0.947 0.939 0.684 0.867 0.896 0.922

In RQ3, we evaluated intra-TIG generalization. For every
TIG, we split its dataset into 70% training and 30% testing,
train the validator on the former, and evaluate it on the held-
out samples from the same TIG.

In RQ4, we assessed inter-TIG generalization through leave-
one-out validation. The validator is trained on all TIGs except
one, which is used exclusively for testing.

In both RQ3 and RQ4, we mitigated data scarcity by
adopting a tshdaug threshold of 100.

In RQ5, we measured the effect of training data size by
progressively reducing the available training data in steps of
20%, while keeping all other factors fixed.

V. RESULTS

A. RQ1 (Impact of Model Complexity)

To answer RQ1, we investigated how the complexity of the
architecture of DEEPNAQQAL affects its accuracy. As shown
in the second column of Table I, we compared lightweight
architectures (LeNet for MNIST and CNN-A for SVHN)
against a deeper model based on vgg16, using transfer learning
from large-scale image datasets (i.e., ImageNet).

Across all experiments, a consistent trend emerged: valida-
tor accuracy improved as model complexity increased. On
MNIST, the simpler architecture (LeNet) already achieved
strong accuracy (97%). However, using the deeper model
allowed a further improvement of approximately +1%. A
similar, yet more pronounced, pattern was observed for SVHN.
In this case, switching from CNN-A to the vgg16-based
validator resulted in a statistically significant gain of +8%.
Overall, these findings show that more expressive architectures
provide a clear advantage in DEEPNAQQAL.

RQ1: Higher model complexity consistently strengthened
DEEPNAQQAL, achieving an improvement of +4.7% accu-
racy across TIGs and datasets. Our findings clearly indicate
that more complex architectures using transfer learning
provide a more accurate validator.

B. RQ2 (Comparison with State of the Art)

To determine which automated validator performs best, we
compared their accuracy across the considered tasks. Table I
(columns 3—10) reports the accuracy achieved by each val-
idator on the same test sets. Thus, the rows report how closely
each method reproduces human validity assessments.



On MNIST, DEEPNAQQAL achieves the highest agreement
with human labels, with both the LeNet and vgg16 versions
reaching > 97% accuracy. This is an improvement of nearly
14% over the best-performing alternative (SelfOracle). The
weaker performance of the remaining validators might be
attributed to overfitting to low-level features (e.g., MNIST’s
constraints: centered digits on a black background). Methods
such as reconstruction- or distance-based validation tend to
penalize even small positional deviations or noisy background
pixels. In contrast, DEEPNAQQAL (like human annotators)
prioritizes the semantic content of the digit and remains robust
to minor visual variations and noise.

For SVHN, the simpler DEEPNAQQAL achieves an accuracy
comparable to DeepSVDD (p-value > 0.05). However, with
a more complex architecture, DEEPNAQQAL improves up to
10.5%. In particular, the vgg16-based validator is significantly
more accurate than all other approaches, outperforming the
best competitor (DeepSVDD) by up to 0.8%. The lower
accuracy observed across most validators on SVHN with
respect to MNIST is expected, as the former contains more
background clutter and variation in illumination. As a result,
shallow architectures struggle to capture the complex visual
structure of SVHN images, while deeper supervised models
benefit from the complexity of the feature extractor.

Even on ImageNet, which is characterized by high intra-
class variability and visual complexity, DEEPNAQQAL outper-
forms all other approaches, consistently achieving over 96%
accuracy. DeepSVDD performs poorly with ImageNet since
its core assumption does not always hold on this dataset.
Each class contains substantial variation (e.g., in background),
which results in several distinct clusters rather than a single
compact region in the feature space. Since DeepSVDD models
normal data with a single hypersphere, it struggles to capture
such distributions; a tight hypersphere rejects many valid
samples, while a loose one admits invalid samples.

RQ2: DEEPNAQQAL achieves the highest agreement with
humans across all tasks (up to 14% accuracy over the
best alternative on MNIST) and maintains this advantage
as complexity increases (over 96% accuracy on ImageNet).

C. RQ3 (Intra-TIG Generalization)

To evaluate how well DEEPNAQQAL generalizes to unseen
test inputs from each specific TIG, we performed a 70/30
train–test split within each TIG at augmentation level 100,
using the vgg16 model for all experiments, as it was the
best-performing architecture in previous RQs. Each row in
Table II reports the average accuracy obtained by training
DEEPNAQQAL on a specific TIG (column 3) and compares
it with the accuracy of alternative validators evaluated on the
same test sets (columns 4—9). Missing rows correspond to
dataset–TIG combinations where DEEPNAQQAL was not ap-
plicable since the TIG contained only valid examples. In such
cases, a binary classifier cannot be trained in a meaningful
way, as the absence of invalid samples prevents learning a
decision boundary between valid and invalid inputs.

TABLE II
RQ3: INTRA-TIG ACCURACY ACHIEVED BY DEEPNAQQAL AND

PERFORMANCE OF OTHER VALIDATORS ON THE SAME TEST SET. BEST
RESULTS IN BOLD; UNDERLINED VALUES ARE NOT STATISTICALLY

DIFFERENT FROM THE BEST.

Dataset TIG DNQ DAIV SO SVDD LLaVA GPT4 GPT5

MNIST

dx 0.980 0.102 0.153 0.566 0.674 0.781 0.873
fpt 1.000 0.944 1.000 0.944 0.352 0.873 0.929

avg 0.990 0.523 0.577 0.755 0.513 0.827 0.901

SVHN

dj 0.944 0.391 0.373 0.609 0.576 0.466 0.696
dlf 0.929 0.955 0.955 0.955 0.604 0.753 0.818
dx 0.908 0.456 0.755 0.660 0.742 0.762 0.796
fpt 0.801 0.808 0.826 0.826 0.739 0.801 0.795
sv 0.919 0.913 0.913 0.913 0.354 0.689 0.839

avg 0.900 0.704 0.764 0.793 0.603 0.694 0.789

ImageNet
dx 0.972 0.972 0.968 0.885 0.885 1.000 0.980
sv 0.863 0.778 0.762 0.741 0.799 0.486 0.683

avg 0.917 0.875 0.865 0.813 0.842 0.743 0.831

For MNIST, DEEPNAQQAL achieved a perfect score on
fpt, which matches the performance of SelfOracle. However,
reconstruction-based validators (SO and DAIV) were highly
sensitive to pixel-level perturbations introduced by dx, obtain-
ing the lowest accuracy (15%), while DEEPNAQQAL remained
robust, achieving the highest accuracy (98%). On average,
DEEPNAQQAL achieved significantly higher accuracy (99%)
than other alternatives on MNIST.

On SVHN, DEEPNAQQAL consistently achieves an accu-
racy that is significantly higher or at least comparable to other
validators across TIGs. Reconstruction- and distance-based
methods occasionally perform well (i.e., highest accuracy
on dlf and fpt), but their performance is highly unstable,
dropping by up to 57% on dj with respect to DEEPNAQQAL.
Overall, DEEPNAQQAL generalizes reliably across most TIGs,
achieving an average accuracy of 90%, which is nearly 11%
higher than the best alternative (DeepSVDD).

For ImageNet, DEEPNAQQAL performs well on dx pixel
perturbations, where 5 validators out of 7 achieved high
accuracy, i.e., over 96%. Instead, sv produced images from the
latent space of its GAN model that were harder to validate.
On these images, DEEPNAQQAL achieved the highest accu-
racy (86%). On average, DEEPNAQQAL achieved the highest
accuracy on ImageNet (91.7%), a value that is statistically
comparable to reconstruction-based approaches.

RQ3: DEEPNAQQAL consistently generalizes well to new
inputs generated by the same TIG, achieving the highest or
statistically comparable accuracy among the validators. It
is robust to both pixel-level perturbations and semantically
rich variations, providing the most reliable intra-TIG validity
judgments (up to 11% more accurate on SVHN).

D. RQ4 (Leave-One-Out Cross-TIG Generalization)

Table III reports how effectively DEEPNAQQAL generalizes
to unseen TIGs. To this aim, we employ a leave-one-out
strategy: each row corresponds to a configuration where one
TIG (shown in the second column) is excluded from training
and used exclusively as the test target during evaluation.



TABLE III
RQ4: CROSS-TIG ACCURACY ACHIEVED BY DEEPNAQQAL AND

PERFORMANCE OF OTHER VALIDATORS ON HELD-OUT (HO) TIG TEST
SET. BEST RESULTS IN BOLD; UNDERLINED VALUES ARE NOT

STATISTICALLY DIFFERENT FROM THE BEST.

Dataset HO DNQ DAIV SO SVDD LLaVA GPT4 GPT5

MNIST

dj 0.988 0.958 1.000 0.906 0.906 0.844 0.938
dlf 1.000 0.404 1.000 0.758 0.960 0.465 0.263
dx 0.843 0.108 0.161 0.559 0.677 0.774 0.849
fpt 0.989 0.904 0.989 0.947 0.319 0.883 0.936
sv 0.979 0.979 1.000 0.958 0.448 0.927 0.927

avg 0.960 0.670 0.830 0.826 0.662 0.779 0.783

SVHN

dj 0.737 0.395 0.382 0.605 0.579 0.461 0.645
dlf 0.849 0.959 0.959 0.959 0.630 0.740 0.822
dx 0.868 0.456 0.750 0.691 0.735 0.750 0.765
fpt 0.817 0.800 0.813 0.813 0.693 0.773 0.773
sv 0.826 0.905 0.905 0.905 0.392 0.676 0.824

avg 0.819 0.703 0.762 0.795 0.606 0.680 0.766

ImageNet

dlf 0.951 1.000 0.983 0.880 0.769 0.966 1.000
dx 0.992 0.983 0.975 0.908 0.899 1.000 0.992
fpt 1.000 1.000 0.991 1.000 0.991 0.949 0.983
sv 0.773 0.773 0.761 0.761 0.773 0.477 0.705

avg 0.929 0.939 0.928 0.887 0.858 0.848 0.920

This setup approximates real-world conditions in which a
validator must recognize validity on previously unseen types
of misclassification-inducing inputs.

On MNIST, DEEPNAQQAL achieves the highest average
accuracy (96%), statistically comparable to SelfOracle and
outperforming all remaining baselines. DEEPNAQQAL demon-
strates strong cross-TIG generalization (above 84% in all
configurations), while other validators exhibit weaknesses
on specific TIGs. Raw input perturbations are particularly
challenging: reconstruction-based validators drop below 17%
accuracy on dx, while GPT5 performs poorly on dlf (26.3%).

On SVHN, DEEPNAQQAL achieves the highest accuracy
on one representative TIG from each category, i.e., RIM (dx),
GDLM (fpt), and MIR (dj). Overall, DEEPNAQQAL reaches
the highest average accuracy (81.9%), statistically outperform-
ing all validators except SVDD. Interestingly, DEEPNAQQAL
shows strong complementarity with DAIV, SO, and SVDD:
they outperform DEEPNAQQAL on dlf and sv, whereas DEEP-
NAQQAL remains the most accurate for the remaining TIGs.

On ImageNet, DEEPNAQQAL achieves an average accuracy
of 92.9%. Some validators show perfect performance on
isolated TIGs (SVDD on fpt, GPT4 on dx, and GPT5 on dlf ),
yet none maintains top performance across TIGs. In contrast,
DEEPNAQQAL and DAIV provide consistently stronger cross-
TIG generalization, i.e., they obtain statistically comparable
accuracy and significantly outperform other baselines.

RQ4: DEEPNAQQAL provides the most stable cross-TIG
generalization. Unlike the baselines, whose performance
varies widely across TIGs and classification tasks, DEEP-
NAQQAL delivers consistently high accuracy even when
confronted with perturbations never seen during training.

E. RQ5 (Data Efficiency)

Table IV summarizes how the size of the training set
impacts the accuracy of DEEPNAQQAL. Each row corresponds

TABLE IV
RQ5: ACCURACY OF DEEPNAQQAL ACROSS VARYING TRAINING SET

SIZE. UNDERLINED VALUES ARE NOT STATISTICALLY DIFFERENT FROM
THE ACCURACY ON THE WHOLE TRAINING SET REPORTED IN COLUMN 3.

Dataset Model Total ∆90 ∆70 ∆50 ∆30 ∆10

MNIST LeNet 0.972 -0.009 -0.006 -0.002 -0.005 -0.032
vgg16 0.981 +0.001 -0.014 0.000 -0.004 -0.014

SVHN CNN-A 0.769 +0.011 -0.005 -0.035 -0.038 -0.143
vgg16 0.859 +0.016 +0.006 -0.003 -0.041 -0.033

ImageNet vgg16 0.965 +0.002 0.012 -0.010 +0.003 -0.028

to a different model architecture. The third column reports
its accuracy when trained on the full training set, while
each subsequent column shows the change in accuracy when
progressively decrementing the available training data by 20%,
down to a minimum of 10% of the original training set.

On MNIST, the simpler LeNet model remains statistically
comparable to its full-data performance even when trained on
only 10% of the data, with its largest accuracy drop being
just 3% at 10% training set size. The more complex vgg16
architecture also maintains comparable performance down to
30% of the training set, but when reduced to only 10%, it
exhibits a statistically significant accuracy decrease of 1.4%.

For the simpler SVHN architecture, the decrease in accuracy
is never statistically significant, exceeding 10% only when
the training set is reduced to 10%. For the more complex
SVHN architecture, the accuracy drop becomes statistically
significant only at 30% and 10% of the training set. For
vgg16 the accuracy slightly improves when the training set is
reduced up to 70%. This behavior is likely due to the higher
variability of the SVHN dataset: with the full dataset, vgg16
may overfit some TIG-specific patterns, whereas moderate
data reduction acts as a form of regularization, removing
redundant or noisy samples and yielding a marginal (yet not
significant) improvement. On ImageNet, accuracy oscillates
as the training set is reduced and even shows a statistically
significant improvement at 70%.

RQ5: DEEPNAQQAL remains robust even when trained on
reduced datasets. While its accuracy can degrade as less
training data becomes available, such decrease is generally
modest, and often not statistically significant until the train-
ing set becomes very small.

F. Threats to Validity

Internal Validity concerns the extent to which the observed
effects are caused by experimental factors rather than uncon-
trolled variables. To reduce these threats, all validators were
integrated into our framework, ensuring consistent experimen-
tal conditions, i.e., identical training hyperparameters, TIG-
generated datasets, and test sets across runs. We also evaluated
architectures with varying complexity to assess the impact of
model complexity on the validator accuracy.

Construct Validity concerns whether the adopted measures
capture the intended notion of input validity. We rely on the
definition of validity and the human-annotated ground truth



from Riccio and Tonella [7], ensuring alignment between the
construct and its measurement.

External Validity concerns the generalizability of our find-
ings. A possible threat is the selection of datasets, models,
and validators. To mitigate this, we build upon and extend
the largest existing benchmark for TIG validity [7], covering
datasets of increasing complexity and all major families of
automated validators.

The stochastic nature of supervised training may affect Con-
clusion Validity. To mitigate this, we repeated all experiments
multiple times with fixed seeds, reporting average values and
applying appropriate statistical tests to assess significance.

VI. LESSONS LEARNED AND ACTIONABLE INSIGHTS

Supervised Learning best mirrors human validity.
Reconstruction- and distance-based validators fail to capture
subtle, yet semantics-breaking distortions produced by TIGs,
as invalid images often retain strong structural similarity to
valid ones, leading to higher false negative rates compared
with supervised validators. LLMs offer richer semantic
reasoning, but their decisions vary across models and remain
misaligned on constrained datasets (e.g., MNIST and SVHN),
which are probably under-represented in their training set.
By learning directly from human-annotated validity labels
rather than proxy metrics, DEEPNAQQAL achieves the closest
alignment with human judgments, effectively capturing
semantic consistency and domain boundaries. Therefore,
practitioners should prioritize supervised validators trained on
human-labeled validity data when validating misclassification-
inducing inputs, especially in safety-critical pipelines where
subtle invalidities must not be missed.

Prefer deeper, pretrained models: transfer learning delivers
stronger validators. Supervised validators built on top of
deep, pretrained architectures consistently outperform other
validators. Richer feature extractors (e.g., vgg16) enable more
accurate validity judgments, particularly on complex domains
such as SVHN and ImageNet. Transfer learning should be
the default choice when constructing supervised validators, as
it substantially improves reliability with minimal additional
engineering effort.

Supervised validators remain effective with limited labels
and unseen TIGs. Despite relying on human annotations, su-
pervised validators maintain high accuracy even when trained
on a small fraction of labeled data, thus reducing annota-
tion costs. Moreover, they generalize well to unseen TIGs,
remaining reliable for inputs not represented during training.
This enables teams to deploy supervised validators under
limited annotation budgets and retrain them selectively only
when new invalidity patterns emerge, e.g., increasing false
negative/positive rates.

VII. RELATED WORK

Prior work evaluates DL systems by generating test inputs
that trigger misbehaviors. Most studies assess test adequacy
using metrics, such as the number of exposed misclassifica-
tions [50], [51], input and failure diversity [41], [52], [53],

input or feature space coverage [54]–[56], activation of internal
components [33], [34], [57], [58], or mutation killing [59].
Despite the breadth of this literature, these approaches assume
that generated inputs remain valid and rarely assess whether
they actually belong to the task domain, potentially compro-
mising the conclusions drawn from such quality assessments.
Only a few studies explicitly addressed test validity [8], [60].

Dola et al. [8] integrated reconstruction-based validators
into TIGs and showed that many generated inputs are invalid,
misleading adequacy metrics. Their study focused only on
raw input perturbations and in-distribution approximations of
validity, without comparison to human judgment.

Other studies relied exclusively on human assessment [13],
[43]. Human assessors evaluated the effectiveness of their
TIGs by inspecting generated inputs, e.g., DeepJanus inputs
were deemed more likely to be invalid by human assessors
when generated against high-quality models [41]. These works
do not compare human judgment with automated validators.

Riccio and Tonella [7] conducted the most comprehensive
study comparing automated validation and human assessment
across multiple TIG families. They revealed a crucial mis-
match between automated validators and human validation,
but their study is limited to reconstruction-based validators.

Subsequent work considered more validators. Zhang et
al. [18] compared multiple automated validators and identified
DeepSVDD as the best, but evaluated a limited set of TIGs and
tasks, notably excluding SelfOracle, which was the strongest
validator in prior work [7]. Ghobari et al. [61] proposed
HiL-TV, a supervised human-in-the-loop validator relying on
predefined validation metrics as training features. They consid-
ered an industrial scenario where validity is defined relative to
a reference image, i.e., if a transformed input is an acceptable
modification of the original. Unlike HiL-TV, DEEPNAQQAL
does not rely on predefined input features, but learns them
directly from data through the underlying DL architecture.

Our work provides the most comprehensive empirical com-
parison of automated test input validation to date. We extend
the benchmark by Riccio and Tonella with additional validator
families, including LLMs, and directly compare all techniques
against human ground truth across multiple datasets and TIGs.

VIII. CONCLUSIONS AND FUTURE WORK

We introduced DEEPNAQQAL, a supervised validator for
misclassification-inducing inputs, and conducted the most
comprehensive empirical comparison of automated input val-
idation techniques for DL image classifiers to date. Our
results show that DEEPNAQQAL achieves the highest agree-
ment with human judgments across all datasets and TIG
families, outperforming reconstruction-, distance-, and LLM-
based validators by up to 14%. Moreover, it generalizes well
to unseen TIGs and remains effective even when trained on
substantially reduced labeled datasets. These findings establish
DEEPNAQQAL as a practical and reliable baseline for filtering
invalid test inputs in DL testing pipelines. We plan to extend
the empirical study to additional datasets, TIGs, validators,
and software under test, including industrial case studies.
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